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Abstract: Edge-based Internet of Things (IoT) emerges to facilitate low-latency data sharing in a decentralized way.
However, the intrinsic separation of data ownership and control inflicts serious illegal access and loss of trust on the data
sharing. Although Ciphertext Policy Attribute-Based Encryption (CP-ABE) enables confidentiality and fine-grained ac-
cess control, it is susceptible to impersonation attack from distributed and dynamic users, and its high overhead brings
heavy burden to devices, which poses a huge challenge to its application in IoT data sharing. Moreover, most of existing
schemes are insufficient to exert privacy-preserving access control on time-sensitive data. Furthermore, semi-trusted
edge servers may compromise data integrity, which is seldomly considered. In this work, a Blockchain-assisted Revo-
cable and Trustworthy Data Sharing (BRTDS) scheme is proposed for time sensitive data. It combines blockchain and
zero knowledge proof with revocable CP-ABE to ensure distributed data access control across dynamic users and resist
malicious users with impersonated identities and attributes. By designing a time-sensitive and privacy-preserving access
policy tree, privacy-preserving access control is achieved. Furthermore, a distributed data auditing mechanism is devised
through smart contracts to guarantee data integrity in access control process without a centralized auditor. Efficient en-
cryption and verifiable data decryption is achieved with a better performance. Finally, the security of our proposal and its

practicability and efficiency is demonstrated through extensive performance evaluation with simulations.
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